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I sometimes reflect on the amazing developments in technology that 
have taken place during my lifetime. In my early childhood, most 
electronic devices operated using bulky vacuum tubes. The transis-
tor was invented some ten years before I was born, but widespread 
use of transistors did not occur until the 1960s. Today, chip makers 
can produce devices with billions of transistors powering devices such 
as smartphones and powerful computers. When I first encountered 
the Advanced Research Projects Agency Network (ARPANET)—the 
predecessor to the Internet—in 1976, access to networked devices 
consisted of terminals operating at speeds ranging from 300 to 1,200 
bits per second and the only available and accessible documents were 
ASCII text files. No images, no audio, and no video. In our first article, 
Geoff Huston examines how the Internet has evolved from early con-
cepts to worldwide deployment, powered largely by the ever-increasing 
capabilities of silicon devices. He also discusses the changing role of 
IPv4 and IPv6 addresses as the overall architecture of the Internet has 
changed over time.

Domain Names are often linked to branding and intellectual prop-
erty, and thus they represent commodities that can be bought and sold. 
In our second article, David Strom outlines the many steps he went 
through in order to sell his strom.com domain.

David Jack Farber served on the Editorial Advisory Board of this 
journal from its inception in 1998 until our relaunch in 2014. Farber 
passed away on February 7, 2026, at the age of 91. We are grateful for 
his many contributions to the success of this journal and to the Internet 
in general. We will miss him.

All 96 previous issues of this journal are available on our website. 
You will find two ZIP archives; one will expand to a folder with each 
individual issue, and the other will expand into a single PDF file with 
more than 3,600 pages. Our website also contains index files for each 
volume as well as a cumulative index file of all issues to date. Check 
out protocoljournal.org for more details.

—Ole J. Jacobsen, Editor and Publisher 
ole@protocoljournal.org
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Internet Evolution
by Geoff Huston, APNIC

I work as the Chief Scientist at the Asia Pacific Network Information 
Centre (APNIC), the Regional Address Registry (RIR) for the Asia 
Pacific, which provides services related to the management of IP 

numbers (Addresses and Autonomous System Numbers) to networks 
in this region. I sometimes like to lift my head above the address para-
pet; elevate the typical RIR policy conversations above the day-to-day 
mundanities of address allocation policies with their vocabulary of 
address block sizes and needs-based justifications, fairness, and effi-
ciency; look more broadly at the context of the industry we operate in; 
try to gain an understanding of where we are right now; and speculate 
on where it’s all going.

The Rise of the Internet
The Internet is the outcome of one of the most prodigious marriages 
in all human history, namely the marriage of computing and commu-
nications. Since the inventions of the transistor in December 1947 and 
the integrated circuit in 1958, the technology world—and the broader 
realm of human societies—has been fundamentally changed. Until this 
time all human endeavours had been limited by their geography. The 
industrial age and the explosive introduction of the railway in the mid-
19th century heralded a significant societal change as nation states 
shifted their foundations of wealth and power from land and agri-
cultural activities to industrial production, and the scale of activities 
lifted from cottage industries to enterprises that operated at a regional 
or national scale. Facilitating these changes was firstly the telegraph 
and then the telephone, allowing these new industrial enterprises to 
project their power and influence across larger expanses, harnessing 
greater volumes of production and increasing their wealth. When we 
added computers into the communications realm, the rate of change 
increased dramatically. It took us a decade from the invention of the 
transistor to that of the integrated circuit, and a further decade to 
reach the point where computers passed through the transition from 
esoteric research endeavours to an essential tool for data processing 
and communications, and by then we were on a path that in retrospect 
was unstoppable!

In the late 1960s, Bell Labs programmers Ken Thompson and Dennis 
Ritchie devised the Unix operating system. It was written in the C 
language, a so-called high-level language, and its associated compiler 
could produce assembler code for a variety of computers. It was one 
of the first of the “open” operating systems of the age. This openness 
was not exactly an unforced choice: Under a 1956 consent decree in 
settlement of an antitrust case, Bell System (the parent organization of 
Bell Labs) was forbidden from entering any business other than com-
mon carrier communications services, and was required to license any 
patents it had upon request. Unix could not, therefore, be turned into 
a product. Bell Labs shipped the source code Unix system for the cost 
of media and shipping to those who asked, allowing universities and 
other organizations to modify and extend it. 
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This open model, both of the code itself and the refinement and devel-
opment of the system, facilitated the development of many variants in 
the ensuing years, including the highly influential Berkeley Software 
Distribution (BSD). Open software has formed the backbone of the 
computer industry ever since. 

In 1973 Bob Metcalf, working at the Xerox Palo Alto Research Center 
(PARC), published a memo describing X-Wire, a 3 million bits-per-
second (Mbps) common bus local-area network, which became known 
as Ethernet [0]. It was notable because Ethernet was the absolute mini-
mal form of computer networking. It really was just a wire. It had no 
internal switch, no packet framing, no clock, no controller, no network 
state. Nothing! Just a wire. And in many ways Ethernet changed the 
way we thought about computer networks and communications archi-
tectures for computers. There was no technology inside the wire. It was 
the simplest network you could ever have. It was a wire. Everything 
happened in the connected computers at the network edge. And that’s 
why Ethernet took off, because every conventional function of network 
control was pushed off the network into the connected computers and 
implemented as a collection of distributed algorithms. The network 
itself, this wire, was just transmission—and only transmission. “Dumb 
network, Smart devices,” as we constantly reminded ourselves. What 
this also meant is that the money to operate the network wasn’t the 
network’s problem. That’s up to the computers that connected to this 
network. The connected computers were operating the software, so 
the network was just a packet transmission medium (Figure 1).

Figure 1: X-Wire Framework

So, the collective “intelligence” for an Ethernet Local-Area Network 
(LAN) was placed into the computers that connected to this common 
wire. All Ethernet packets were self-clocked by using a 64-bit preamble 
to allow all receivers to synchronise their receiving data clocks against 
the data rate of the packet being transmitted. 
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Packets were between 64 and 1,518 bytes in total length. There was 
no centralized contention control—each station used a Carrier Sense 
Multiple Access with Collision Detection (CSMA/CD) protocol to 
negotiate exclusive sending access to the wire, and all connected com-
puters received all packets that were passed onto the wire. It used a 
unique station addressing plan in the form of a 48-bit Media Access 
Control (MAC) address that is still with us today! But most impor-
tantly, like Unix, it was an open standard specification.

Figure 2 takes us back to 1977, with the release of the Vax 11/780 
computer, made by the Digital Equipment Corporation (DEC). It was 
a medium-size mainframe computer capable of executing 1 Million 
Instructions per Second (MIPs). A very popular computer, it was used 
in many corporate environments as well as universities and research 
institutions. It signified a visible change in the computing industry 
where useful computers were physically shrinking, while at the same 
time their processing capabilities and storage capacity were increasing 
dramatically.

Figure 2: DEC Vax 11/780.

If you look at other 50-year-old technology artefacts, many of these 
items don’t look all that different from what we use today. Yes, cars 
today are lighter, more efficient, and come with a whole lot less chrome, 
but they still have a wheel at each corner and some internal engine for 
propulsion. And I guess that 50-year-old cars are still around today, 
and doubtless some of them are still on the road. But this is not the 
case for computers. There are very few 50-year-old computers left in 
today’s world, and those that still exist are in museums. Why has the 
computer industry been so ready to cast off its past lives and embrace 
change so readily?

Internet Evolution continued



THE INTERNET PROTOCOL JOURNAL

5

The essential difference here is that the pace of Moore’s Law in the 
improvements in the production of integrated circuits on silicon 
wafers has been truly miraculous. Originally an observation by Intel 
co-founder Gordon Moore in 1965, Moore’s Law says that the num-
ber of gates on an integrated circuit doubles approximately every two 
years, while the cost of fabrication of the chip has increased by a far 
lower factor, if at all. The cost and quantity of compute capability have 
improved inexorably over the same 50 years (Figure 3).

Figure 3: Moore’s Law[1].

It is often hard to come to terms with exponential growth. It has its 
own momentum and raft of unintended consequences. Initially, this 
growth was all about making these lumbering mainframe computers 
faster, smaller, and cheaper. The mainframe computers of the early 
1960s that took up an entire data room with multiple racks of cir-
cuitry, power, and air conditioning changed every few years. These 
machines had assured obsolescence from the moment they were made, 
and their useful service life was best measured in units of months rather 
than decades!

https://commons.wikimedia.org/w/index.php?curid=98219918
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This dynamic pace of evolution of computing capability has impacted 
many aspects of the computing environment. Network protocol design 
was certainly part of the impact zone of these improvements in pro-
cessing capability. One of the objectives of a computer network was 
to allow any connected computer to communicate with any other. In 
order to achieve that goal, each computer needed to have a unique 
identification field, or an “address” to distinguish it from all the other 
connected computers. The proprietary network protocol used by the 
VAX Systems was DECnet, and at that time Phase 3 of this network 
architecture was in widespread use. It used a 16-bit address field, 
allowing a maximum of 65,535 computers in a single DECnet envi-
ronment. In the late 1970s the concept of a single network populated 
with tens of thousands of these large lumbering computers was an 
unaffordable fantasy. But that thinking did not factor in exponential 
growth through Moore’s Law, and the associated exponential drop in 
size and cost. The computing environment rapidly shifted in the 1980s 
into personal computers, and the multi-million-dollar mainframes of 
the 1970s with their specialised environments of highly curated clean 
rooms transformed into small boxes that found a home on every desk, 
in both the workplace and the home. What was an esoteric fantasy of 
running out of 16-bit DECnet addresses in the 1970s was an obvious 
reality within just ten years.

But not every computer networking protocol had such a severely con-
strained design. The folks working on the Internet Protocol (IP) took 
a far more radical step and used a 32-bit device address architecture. 
Instead of an inbuilt ceiling of some 65,000 connected devices, the 
IP protocol had a ceiling of some 4.3 billion connected devices! This 
thinking was crazy, even during the period when computers escaped 
from their clean rooms and invaded offices and homes. This number 
was larger than the world’s population at the time. This computer 
protocol matched the inexorable progress of the expansion of the com-
puting resolution.

We now had a triumvirate in the combination of the advances in the 
speed, size, and cost of computing, an openly available, highly efficient 
operating system for these computers in the form of Unix and a freely 
available computer networking protocol in IP that had this massive 
inbuilt capacity through its crazy decision to use a 32-bit addressing 
architecture!

And that was why the IP design was so revolutionary. A few years after 
that photo in Figure 2 was taken, a few hundred thousand of these Vax 
computers were in the field. And we looked at the IP address space—
with some 4 billion addresses—and said to ourselves: “What’s your 
problem? We’re here forever!” Awesomely wrong, as it turned out!

Moore’s Law continued to play havoc with this industry. At the same 
time as the VAX 11/780 was released, over on the West Coast of the 
U.S. the Apple Corporation released its first Apple computer. This 
device was never going to challenge the mainstream computer industry. 

Internet Evolution continued
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It cost hundreds of dollars, not millions, it lived on the desktop, and 
it played games. But Steve Jobs, Apple’s founder, appreciated the true 
effects of Moore’s Law. In the search for untapped markets that could 
absorb the production capacity of the silicon chip industry, Apple was 
a pioneer in the consumer market and applied design principles to per-
sonal computers. This computer was not only at home, but it also 
looked like it was truly part of that home.

In addition, Steve understood more than just the effects of Moore’s 
Law in terms of cheaper and smaller; he understood Moore’s Law 
in terms of using that computing capacity to elevate his machines to 
interact with its human user on human terms. Apple developed the 
Macintosh, a computer with an intuitive look and feel, to the extent 
that it did not need a geeky user manual. (Coincidentally, this graphi-
cal interface was also developed at the Xerox PARC, and while Xerox 
was highly influential in these landmark inventions, the company stub-
bornly stuck to being a photocopier company!) 

When you powered up an Apple Mac, it displayed a friendly “Hello!” 
The human on the other side of the keyboard didn’t need to memorise 
some arcane Job Control Language to make this machine sing and 
dance. It used a part of its compute capability to define an interaction 
with its users that was phrased entirely in human terms. And in the 
consumer market it worked! The personal computer market quickly 
outpaced the mainframe market and dominated the entire computing 
environment.

Something else was also happening then. In these early days of com-
puter networks, we viewed the network in the same terms as we viewed 
the telephone network. Human users of telephones both spoke and 
listened. The telephone network was symmetric and invisible. In com-
puter networks the connected devices both provided digital services 
and accessed the services of others. Connected computers were both 
client and server in the networking environment. But that’s not really 
thinking about Moore’s Law in a useful way. Sure, there was a driving 
need for more and more personal computers, but these computers were 
not both client and server computers—they were positioned as simple 
clients. Segmentation of connected computers emerged into dedicated 
client and server roles. The large mainframe computers didn’t disap-
pear; they were used to provide services to the millions, then tens of 
millions of users behind these client personal computers.

It was no longer a computer network built in the image of a telephone 
network, but a network that was modelled on broadcast television, 
with slightly better programming control that allowed every client to 
perform its own programming. Users at home were not providers, and 
they did not actually want to host services, and certainly did want 
these service delivery platforms to be located in their homes. They just 
wanted the computing equivalent of the television set. Consequently, 
we constructed the emerging Internet network of the late 1990s around 
that model of clients and servers. 
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At the time this plan was convenient because we were still building 
the Internet on the underlay of the telephone network. We applied 
this entire asymmetric behaviour of clients and servers back into the 
network architecture of the Internet itself. If you were a client, you 
couldn’t do much at all, but you could make contact with servers. The 
connected edge client computer was the thing that simply said, “Let’s 
look at the data out there.” The dial-up world of the 1990s and the 
Digital Subscriber Line (DSL)/Cable Modem world of the 2000s in the 
last-mile access network were a good fit to the demands of client/server 
networking at the time, and the Internet rapidly expanded by repur-
posing the existing last-mile infrastructure, avoiding the need for hefty 
initial capital investment by Internet Service Providers (ISPs).

Millions of people were eager to own their personal computers and use 
the Internet to access digital services. The industry continued to grow. 
By around the year 2000 we saw the use of specialised data centres 
that were intended to coalesce all these servers into a common curated 
environment with power, cooling, and a couple of human attendants 
to scurry about and replace dead or dying server units. This server 
world also saw role specialisation. There were web services, mail ser-
vices, data services, archival services, and so on.

Compared to the current AI-scale data centre designs, this activity was 
small-scale. These Internet service data centres were only a room or 
two with a few hundred megawatts of power. All of the online services 
were now crammed into these dedicated service delivery points. As we 
continued to expand into the consumer space, we turned to large-scale 
“network exchanges” and “network peering points”[3a,3b] to service 
the concentration points where data intersected with service delivery 
capability. Clients never exchanged data with other clients. Even trans-
action was a transaction between a client and one or more servers. 

And then the network moved into the whole thing about network 
traffic engineering. This transition was interesting in that the silicon 
industry was working like crazy hard to expand the client base of the 
network, but at the same time we were spending a lot of time and mea-
sure to control and even ration the use of the network to ensure that 
the limited resource, network capacity, was used fairly and efficiently.

This network was now a long way away from being “just a wire.” It 
was replete with hardware and software to perform all kinds of func-
tions relating to resource control, variable service response, defensive 
measures, and of course, data collection. The progress of Moore’s Law 
enabled addition of further functionality as the processing capability 
of these service delivery platforms increased. But this progress of sili-
con chip capability extended to more than the capabilities of the data 
centre services and in-network middleware. When you shine a laser 
light through a fibre optic cable and modulate the light to carry a digi-
tal signal with on/off keying, then you can work with a simple light 
detector. 

Internet Evolution continued
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If you want additional data capacity from a fibre circuit, then the 
logical approach is to use the same signal modulation techniques we 
previously used for analogue modems, namely using phase and ampli-
tude modulation of the light signal. While this capability can radically 
improve the carrying capacity of a fibre system, the practical limits of 
this approach are strongly dependent on the signal processing capa-
bilities used at either end. The reason why you can increase to almost 
a terabit-per-second of signal through fiber optic cable is not solely 
because you are doing anything radically different with glass fibre, but 
also the increased capability of the Digital Signal Processors (DSPs) 
you’re using at either end. If you are using three-nanometre chip tech-
nology, it appears that you can achieve some 800 Gbps from a single 
polarisation of a light signal through fibre. It’s not necessarily easy, but 
it’s achievable. At the same time, we’ve lifted the common network 
bearer capacity to 100–200G with these latest generations of DSPs.

A Network of Abundance
These developments have heralded a huge shift in the role of the net-
work. When transmission capacity was a scarce resource, rationing 
access to resource across competing demands was the role of the net-
work. Rationing scarcity is a high-value task, as in economic terms the 
controller of the resource can demand a “scarcity premium” from 
competing users. But if capacity is abundant to the extent that it over-
whelms all demands, then the network operator’s role shifts into a 
basic undistinguished commodity brokering role. We’ve seen this shift 
in the commercial world, where the share value of network carriage 
operators has plummeted in line with this shift from scarcity to abun-
dance. The response from the network operations sector has been an 
effort to add further functionality to the network, in the form of vari-
able service responses, network segmentation, and customisable 
forwarding functions, but to date this effort has increased costs in the 
network while at the same time failing to attract sufficient interest 
from the network client base. The same basic improvement in technol-
ogy capacity also means that connected devices are increasingly capable 
of managing their own requirements for service responses from an 
amply dimensioned abundant network. In this environment of net-
work abundance, the network service itself quickly becomes an 
undistinguished commodity good and is priced accordingly.

The silicon industry then turned its attention to handheld and embed-
ded devices, and once more, it overachieved! Billions of devices were 
added into the Internet in the short span of a couple of years as a 
result. The cumulative result is that we are now in a digital world that 
is defined largely by abundance and scale: abundant processing, abun-
dant storage, and abundant carriage capacity.
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What happens in an environment of abundance? This question is very 
relevant, as abundance drives today’s Internet. Scarcity has driven this 
industry until today—and now we’re in a different industry where 
almost everything is being commoditized and is becoming over-
whelmed with capacity. And where we used to use pricing to ration a 
limited resource when performing the distribution function, we are 
now looking for a new model. Pricing isn’t an answer to this new chal-
lenge, so if you’re a carrier life is now grim. The carrier’s historical role 
is to take a single resource and share it amongst the folks who want to 
use it. But that paradigm is over, and the underlying value of the net-
work infrastructure is extremely low. Didn’t T-Mobile sell the Sprint 
wireline network to Cogent for a single dollar? They probably paid too 
much. 

Abundance appears to have destroyed the network completely! The 
role of the network was a “just-in-time” service that connected users 
to service on demand. This model has been largely replaced by Content 
Delivery Networks (CDNs), whose delivery model is to position repli-
cas of the service content across a large set of service points. This model 
could be characterised as a “just-in-case” model of service delivery, 
where content is pushed out to the edges, close to potential consumers, 
just in case they ask for it.

This model has had its own ripple effect. As we move content and ser-
vice closer to users, the network becomes smaller. We are eliminating 
distance as the dominating characteristic of the network. We don’t 
grab content from far away any more. The packet-miles, or the dis-
tance a packet travels from the server to the client, are now tiny. When 
you shrink the network from the circumference of the globe or across 
a continent down to the dimensions of traversing a single city, then 
everything is easier, faster, and cheaper. If you can build an internet 
that looks and performs like a Local-Area Network, then where is the 
scarcity? Where are the performance issues? They are largely gone. 
When you shrink distance in networking, everything else becomes 
easier.

Bigger, Faster, and Cheaper
Today’s distance-shrunken Internet is, oddly enough, bigger. We are 
talking terabits of capacity in the core systems and gigabits out to the 
edges, in both last-mile fibre and last-mile radio. We just publish all the 
content in all the places, all at once, because that’s what abundance 
says. All of this content deployment shift has allowed us to move to a 
network that is phenomenally big because it’s not “distance-big,” it’s 
“capacity-big” because when you shrink distance you can improve 
protocol performance and decrease cost.

This network is now fast. Really fast. Not only do I get a gigabit per 
second to my house, but I can actually pull down content with a coop-
erating server or two at that same line speed. What enables this 
increased performance is shorter network distance. 

Internet Evolution continued
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Network transport protocols are feedback-controlled protocols, and 
when you bring the two ends closer together you increase the number 
of potential feedback cycles per unit of time, and this increased infor-
mation flow provides better guidance to the transport protocol to 
optimise efficiency of delivery.

And yes, it’s cheaper. If I took a gigabit-per-second Internet service and 
pushed it back to the currency unit of 1975, fifty years ago, then the 
$100 per month that users pay on average for such a residential service 
would cost $17 of the 1975 dollars. And not only is this service cheap 
by historic standards, but its reach has also extended all the way to the 
most remote corners of the surface of the earth, with the advent of 
low-earth-orbit satellite-based services.[4]

We seem to have achieved the elusive triple of better, faster, and cheaper. 
The engine that has got us here is this continuous refinement in the 
fabrication of silicon chips.

The End of Moore’s Law?
So far, we’ve looked at the upbeat story of the past fifty years. But 
while Moore’s Law has carried the burden of the progressive improve-
ment in this industry for the past sixty years, are we reaching the end 
of this journey? Down on the silicon chip we’re down at feature sizes 
of 3 nanometers, and it looks like 2 nanometers is achievable. How 
much further can we take this continuous improvement in silicon chip 
manufacture? Or, to put it more bluntly, when will we reach the end of 
Moore’s Law? To put that into context, a silicon atom has a diameter 
of 0.23nm. The implication is that a chip feature of 2nm in size is only 
10 silicon atoms wide. 

Can we go to 1-nanometer feature sizes on silicon chips? Well, we can 
try. We are using extreme ultraviolet rotation already to produce a 
wavelength of 13.5nm for chip lithography, and the process is 
extremely complex. Even if we can achieve a reliable and scalable 
lithography process, there is also the problem of electrons, and let’s 
assume they’re particles even though there is the duality of quantum 
mechanics. In small enough spaces electrons have a mind of their own. 
It is hard to get this chip feature size even smaller using today’s planar 
integrated circuit technology. That thing we did in 1957 to create an 
integrated circuit has been progressively refined year after year, and 
we’ve made the features smaller and smaller as a result, but it’s possible 
that this process of continuous improvement will grind to a halt. 
Nobody is announcing a 4 trillion gate silicon chip this year, and I’m 
not sure they ever will. This technology as it stands is close to that 
physical edge of impossibility, and it appears that the next innovation 
needs to be really off-the-wall clever and do something that none of us 
have thought possible.



THE INTERNET PROTOCOL JOURNAL

12

That’s not the only limitation we’ve encountered in chip capability. The 
clock speed of processors topped out in the early 2000s. Processors may 
have more gates, and CPUs may have more cores, but the clock speed 
of the processor has remained pretty constant since then (Figure 4).

Figure 4: CPU Clock Rate [2].

It is way too early to proclaim that Moore’s Law is over. But perhaps 
it would be wise to contemplate what it means for us if Moore’s Law 
becomes the gift that has effectively stopped giving.

IPv6 and IP Addresses
How does all this information relate to IPv6 deployment?

The effort of the early 1990s intended to provide a path through the 
situation where the population of connected devices exceeds the capac-
ity of the 32-bit address plant. The response, a redefinition of the IP 
protocol using a 128-bit address field, preserved all the behaviours 
of the Internet, but the lack of any form of backward compatibility 
implied that all network users and operators were exposed to the mar-
ginal cost of adopting a new network protocol, but in fact gained none 
of the marginal benefits that a completely different network protocol 
might offer. It was still just IP.

The alternative option, which was also available, was to deploy 
Network Address Translators (NATs)[5] in the network infrastruc-
ture. To make up this shortfall in IPv4 addressing, NATs were adding 
greater processing capability into the network infrastructure. 

Internet Evolution continued
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A client-side response, NATs are viable in the long term only if we can 
scale processing efficiency in line with demand growth. The purpose of 
NATs was bridging that gap between the capabilities of the technology 
we had and the size of the network that we wanted to deploy. As the 
network grew, the size of the gap increased, and the cost in terms of 
infrastructure complexity just got higher and higher. (Figure 5).

Figure 5: Bridging the IPv4 Address Gap.

At some point this embedded processing in the network becomes prob-
lematic. It’s a cost element, and costs in a commodity network are 
intolerable in the long run.

The NAT response to the IPv4 address exhaustion situation gives us 
little leeway to reduce network complexity. That means if you want to 
continue to deploy digital services at scale, contain cost escalation to 
keep the service affordable, and improve network robustness and secu-
rity, then you have few choices left other than to reduce the network 
complexity burden. Deploying IPv6 is one obvious response as a way 
of achieving this goal.

Who received this memo? India got the memo in 2017 and rolled out a V6 
network across a billion users in 12 months. That’s getting the message 
at the scale and speed that they needed to achieve to be a part of today’s 
world. China is facing a similar set of problems, but it is proceeding at 
a more leisurely pace with their program of IPv6 adoption (Figure 6). 
 
There’s another tension going on here: the vertical tension inside the 
protocol stack. All the value is moving up the protocol stack into the 
application layer. The application is now the service.
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Figure 6: Daily Plot of IPv6 Deployment in China and India.

The client/server network needs accessible rendezvous points for 
servers, or to be more correct, for services, but not for clients. In the 
public Internet clients do not need to be associated with a persistent 
IP address, and the QUIC[6,7] transport protocol takes it a step fur-
ther with the observation that the network can change the IP address 
of the client at will, and as long as the address assignation is stable 
for a couple of round-trip time intervals, all will work! For server IP 
addresses persistence is not a strict prerequisite either. As long as it 
remains usable across some Domain Name System (DNS), resolver 
cache lifetime IP addresses for servers need not be stable for very long. 
The reason here is because it’s the DNS namespace we use as the per-
sistent service identity schema for the Internet. Our mechanisms for 
service authenticity and channel security are based on persistent ser-
vice names, not on their IP addresses. 

Therefore, I can’t help but ask: Do IP addresses matter? I have to 
observe that, yes, IP addresses do matter. But I must qualify that to 
add that they matter at the moment, but they are not necessarily 
invariant properties going forward. IP addresses are not persistent 
identity tokens, nor are they useful location tokens. They are useful 
tokens to pass into the routing system to assist packets to be passed 
to their intended destination, but even this is not quite what it seems.  
 
For example, the Multiprotocol Label Switching (MPLS) approach 
places a wrapper around an incoming packet that identifies to the net-
work the desired network egress point and a path to reach that point. 

Internet Evolution continued
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On its transit across that MPLS network, the inner IP protocol desti-
nation address is not used to forward the packet. So more accurately, 
individual networks use addresses to determine where to evict each 
packet from the network!

An extreme view is that IP addresses are ephemeral tokens to map from 
the service layer of named services to the underlaying layer of packet 
forwarding, and that’s about it. Yes, we’ve attached a whole set of 
ancillary roles about reputation, accountability, location, and report-
ing to an IP address, but perhaps these additional uses of addresses 
were making assumptions about the role and persistence of addresses 
that are unwarranted in the longer term.

We are not done. The silicon chip industry is still operating at full 
throttle, and there is the expectation that all of these processors will 
end up in Internet-connected devices in one form or another. We need 
to scale the network further. We have to scale the network further. It’s 
service-level scaling that’s the challenge, right up at that top level of 
trying to orchestrate the behaviour of individual network components 
to generate coherent outcomes. 

Do we know how we will achieve this solution? Not really. But don’t 
forget that this global enterprise is not centrally planned. Noone is in 
charge. No single country is in charge, despite some persistent suspi-
cions about the role of the United States in the background. But such 
suspicions are more in the realm of conspiracy theory fodder than a 
clearly established national role. If there is no single country, then is it a 
group of countries? There is no specific international treaty to provide 
oversight for the Internet, no international convention or international 
protocol. There is no imposition of control over the Internet, or even 
a clear exposition of direction. The Internet is a diverse collection of 
markets, large and small. Markets are a means of orchestrating the 
behaviour of actors in producing coherent outcomes in a manner that 
also attempts, often imperfectly, to maximise efficiencies along the 
way. However, markets do not necessarily behave rationally—or even 
predictably. When we gaze into the crystal ball of the Internet and 
attempt to make such prognostications about its future, the vision is 
made as if through a glass darkly.

References and Further Reading
	 [0]	Mikael Holmberg, “The History and Future of Ethernet,” The In- 
		 ternet Protocol Journal, Volume 27, No. 1, March 2024.

	 [1]	Wikimedia on Moore’s Law: 
		 https://commons.wikimedia.org/w/index.php?curid=98219918

	 [2]	Wikipedia article on Clock Rate: 
		 https://en.wikipedia.org/wiki/Clock_rate

	[3a]	Geoff Huston, “Interconnection, Peering and Settlements—Part I,” 
		 The Internet Protocol Journal, Volume 2, No. 1, March 1999.

	[3b]	Geoff Huston, “Interconnection, Peering and Settlements—Part II,” 
		 The Internet Protocol Journal, Volume 2, No. 2, June 1999.

https://commons.wikimedia.org/w/index.php?curid=98219918

https://en.wikipedia.org/wiki/Clock_rate
https://en.wikipedia.org/wiki/Clock_rate


THE INTERNET PROTOCOL JOURNAL

16

	 [4]	Dan York and Geoff Huston, “Understanding Low Earth Orbit 
		 (LEO) Satellite Systems for Internet Access,” The Internet Protocol  
		 Journal, Volume 26, No. 2, September 2023.

	 [5]	Geoff Huston, “Anatomy: A Look Inside Network Address Trans- 
		 lators,” The Internet Protocol Journal, Volume 7, No. 3, September  
		 2004.

	 [6]	Geoff Huston, “A Quick Look at QUIC,” The Internet Protocol  
		 Journal, Volume 22, No. 1, March 2019.

	 [7]	Geoff Huston, “Comparing TCP and QUIC,” The Internet Protocol 
		 Journal, Volume 25, No. 3, December 2022.

	 [8]	Vint Cerf, “A Decade of Internet Evolution,” The Internet Protocol 
		 Journal, Volume 11, No 2, June 2008.

	 [9]	Geoff Huston, “A Decade in the Life of the Internet,” The Internet  
		 Protocol Journal, Volume 11, No. 2, June 2008. 

	[10]	Geoff Huston, “Twenty Five Years Later” The Internet Protocol  
		 Journal, Volume 26, No. 1, June 2023.

[11]	Geoff Huston, “The Myth of IPv6,” The Internet Protocol Journal, 
		 Volume 6, No. 2, June 2003.

[12]	Tejas Suthar, “IPv6 and MPLS,” The Internet Protocol Journal,  
		 Volume 8, No. 2, June 2005.

[13]	Geoff Huston, “IPv4 Address Depletion and Transition to IPv6,”  
		 The Internet Protocol Journal, Volume 10, No. 3, September 2007.

[14]	Geoff Huston, “The IPv6 Transition,” The Internet Protocol  
		 Journal, Volume 28, No. 1, May 2025.

GEOFF HUSTON AM, B.Sc., M.Sc., is the Chief Scientist at APNIC, the Regional 
Internet Registry serving the Asia Pacific region. He has been closely involved with the 
development of the Internet for many years, particularly within Australia, where he 
was responsible for building the Internet within the Australian academic and research 
sector in the early 1990s. He is author of numerous Internet-related books, and was 
a member of the Internet Architecture Board from 1999 until 2005. He served on the 
Board of Trustees of the Internet Society from 1992 until 2001. At various times Geoff 
has worked as an Internet researcher, an ISP systems architect, and a network opera-
tor. E-mail: gih@apnic.net

_______________________

Check your Subscription Details! 
Make sure that both your postal and e-mail addresses are up-to-date 
since these are the only methods by which we can contact you. If you 
see the words “Invalid E-mail” on your printed copy, this means that 
we have been unable to contact you through the e-mail address on file. 
If this is the case, please contact us at ipj@protocoljournal.org with 
your new information. The subscription portal is located here:
https://www.ipjsubscription.org/

Internet Evolution continued

mailto:gih%40apnic.net?subject=
mailto:ipj%40protocoljournal.org?subject=
https://www.ipjsubscription.org/


THE INTERNET PROTOCOL JOURNAL

17

Selling My Domain After 30+ Years
by David Strom

B ack in 1993, I took the radical (at the time) step of requesting a 
new domain, strom.com. I say request because back then there 
wasn’t any actual “purchase”—the Internet was still relatively 

unknown by the general public, and all it took to become master of 
your domain was a simple email request, which was satisfied within 
minutes. Let us pause to remember and honor those simpler times.

Over the years I have used that domain for my own promotion and my 
own business, which is mostly freelance writing magazine articles, such 
as those for The Internet Protocol Journal (IPJ), and giving speeches. 
But the time has come for me to sell the domain. And for those of you 
who are thinking about selling your domain, here is a guide. If you 
are using the domain(s), this process isn’t simple or straightforward. 
If you have virgin domains untouched by any content, the process is 
less complex, but you will still need some guidance. No matter what 
your situation is, my goal with this article is to help you think things 
through before you finalize the sale of a domain.

You may, after reading what follows, think it is all too much trouble. 
That’s fine: knowledge is power. Or you may think that there is some 
psychological or financial or some other benefit. That’s fine too. You 
may realize that you are more organized than I and will have an easier 
time getting your digital life together for an eventual sale. Whatever 
your reasons, here we go.

This isn’t the first time I’ve sold my digital assets. In 2020 for IPJ, I 
wrote about selling an unused IPv4 address block.[1] The process for 
selling a domain is both more complex and also depends on your par-
ticular situation: It depends on what you are doing with your domain, 
and whether there is sufficient market value to motivate the sale. I was 
lucky enough to have a short last name, to use it only for my domain, 
and to have chosen a dot com, which is still the most marketable suffix. 
For years I regretted that I didn’t own the domain davidstrom.com—
that would have been a better choice for my brand, but not as fungible 
as a domain with just my last name. Why? It turns out Strom is used in 
a variety of non-English languages and a variety of businesses. 

Finally, a note of caution. I use a lot of Google Workspace services, so 
this guide is geared in that direction. Your mileage may vary, depend-
ing on the mix of service providers and other digital things you use. I 
will include a few comments about Microsoft 365 account migration 
where appropriate. But wherever you have your digital footprint, the 
decision and workflow process should be mostly similar (and hope-
fully more streamlined than what I went through).
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The process has several steps, some of which can happen concurrently 
during execution:

•	 Figure out who is going to list and eventually sell your domain, 
whether that is yourself, your ISP, or a third party.

•	 Inventory your various digital assets that are part of your domain 
(web, email, servers, and online services) or that depend on it. This 
step took me the longest (several months!), and while writing this 
article I remembered several corners of the Internet that I needed 
to inspect—or revisit—to ensure that I could still access them after 
strom.com went away. 

•	 Select and then set up your new domain.

•	 Begin (and hopefully finish) the data migration process. 

Figure Out Who Is Going to List and Eventually Sell Your Domain
Before you get any further along in this process, you need to make a 
realistic appraisal of your digital assets. Do you expect to make some 
(or a lot of) money from your domain sale? That seems obvious, but 
perhaps it is for other reasons (your brand has changed, you are part-
ing ways with your company, starting your own business, etc.). So that 
begs the next question:

How can you determine what the expected value of your domain name 
might be? The short answer is you can’t. Many of the Internet pro-
viders offer calculators. That word is somewhat deceptive, because it 
implies an accounting of sorts. But if you look at three of them[2], you 
will find a wide variation in expected value. When I last checked what 
strom.com was worth, I got answers that ranged from $24,000 to 
over $300,000. That may give you false hopes, or it may give you 
some encouragement to sell your domain. My domain was sold in the 
middle of this range. The issue with these calculators is that they won’t 
agree because (unlike tracking your finances, say) there is no easy nor 
consistent way to do the math. 

Should you use a brokerage service? Just like for IP address blocks, 
there are brokers for domain purchases. A good place to start learn-
ing about brokerages is on VPN.com[3]. I suggest you think about a 
domain broker in two contexts: whether they will find you a buyer, 
and whether they will help you structure your sale. You might think 
that a domain broker is like an IP address broker, or even a real estate 
broker, but they are very different. Some of them are good at searching 
for potential buyers because they use your name in their businesses, or 
have some relationship with your name. 

I found it is a difficult world to evaluate and figure out, because buyers 
and sellers have different metrics for how they choose domain names. 
Nevertheless, people buy and sell domains every minute, and have lots 
of reasons for choosing a new domain name. But that doesn’t mean 
there is a marketplace similar to selling a house or an IP address range. 

Selling My Domain continued
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Both of the brokers I contacted suggested that the buyer would pay 
their commission fee, but that is by no means standard. Indeed, I got 
the feeling that the domain brokerages weren’t as well structured as the 
IP address brokers, perhaps because an IP address seems like more of 
a commodity. There is no (at least to my thinking) intrinsic value of a 
low-numbered IP address, for example.

I interviewed two brokers who had widely different business practices. 
One charged a fee twice as much as the other. One was willing to pro-
vide references and one wasn’t. But eventually I ended up selling it to 
a private party that contacted me directly. Both of the brokers I ini-
tially looked at were widely optimistic on what they could get for my 
domain, mirroring the range of online calculators.

The final step in this process is using an escrow service to collect your 
money and provide final control over your domain’s assets. I will have 
more to say about all this later.

Numerous businesses provide this kind of escrow services, but I found 
escrow.com to be first-rate, and I used them to finalize my sale. I also 
engaged a lawyer to vet the agreement that I signed with my buyer, 
something you probably want to do even if you have a broker repre-
senting you. You can specify who pays the escrow fee (which they are 
very transparent about) when you set up the sale on their platform.

Inventory Your Assets
So assuming you want to proceed, let’s start with understanding what 
assets will be attached to your existing domain. As I said earlier, if you 
have been paying to register an empty domain for the past some years, 
then you can skip through this section, but for the rest of us, you will 
need to do an inventory of your digital assets. This sounds simple, 
especially if you are a small business, but we don’t really think about 
our digital footprint until we start examining its reach and depth. In 
my case, I have two web-based main content collections: a regular 
website that I have maintained for decades of aging and static HTML 
pages, and a separate server running a WordPress blog that I keep 
up-to-date. Both of them are maintained by one Internet provider 
(Pair.com). This registrar is separate from my domain’s registrar 
(GoDaddy) and from my content delivery provider (Cloudflare). 
I have kept them separate for decades, and that introduces a bit of 
complexity.

But the reach is where things get complicated. I run a mailing list 
server using another provider (which is mostly independent and out-
side of strom.com). I use various Google Workplace services (Voice, 
YouTube, Calendar, Groups, and a few others), and each requires a 
careful assessment of whether or not I want to migrate them to the new 
domain or make backup copies for my archives. In my case, because 
I was a long-time Google user, I didn’t pay for these services, and I 
wasn’t willing to migrate from a free service to a paid subscription. 
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You may not be as penurious as I, or you may want to pay more to 
stay out of the Googleplex entirely. At last count, Google Workplace 
offered more than 60 different services, and as you’ll see in the migra-
tion section, many have oddball workflows to move your content from 
old to new accounts. 

I began this inventory process about nine months before the actual 
sale of strom.com. But I wasn’t really going about this inventory in 
any organized way, so keep that in mind as you read through the rest 
of my process. And it wasn’t a full-time job, either, but I fit in tasks 
between producing actual work product for my clients. Eventually, I 
created a spreadsheet that listed all the various domains and how they 
were managed, more than a dozen different WordPress sites that I have 
created (and abandoned) over the decades, and email addresses that 
I used across the vast Strom empire. You might want to start such a 
document of your own, or use something better. 

Set Up Your New Domain
Before you begin the migration of your data, you should pick your new 
domain and get the place set up to receive your existing digital con-
tent. If you have a second domain that already exists (which is what 
I had), that is great. If you have to create a new domain, think about 
how it will reflect your new brand. Ideally, you want the same pro-
vider that manages your old domain to also manage your new domain 
to simplify the data migration issues. I had also set up a new Google 
Workspace account on the destination domain, which helped. All of 
this means understanding the various web, email, and other servers 
that you’ll need, and what Domain Name System (DNS) records will 
support these services.

If you are going from old Google to new Google accounts, I will give 
you instructions as specific as I can. If you are moving to a different 
online neighborhood, you might have to make adjustments, or plan in 
advance how to get your content from A to B. 

For example, I was using a Google Voice number that I have had for 
so many years it was still free of monthly subscription charges. Alas, 
if I needed to make any changes, I would have to set up a new Voice 
account with a new number and pay them a monthly fee for my new 
domain. One rule in Voice-land is that you can’t transfer a (paid) tele-
phone number unless you have owned the Voice account for at least 
three months[4]. It is these little “gotchas” that can ruin your migration 
schedule or uproot your plans. Best to have your plan all mapped out 
in advance, if you can.

Selling My Domain continued
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Migration Time
Here is the workflow that I would recommend:

(1) Fixing your emails is a multiple-step process. Let’s start with your 
password collection. Hopefully, you use a password manager, either 
a third-party tool or one built into your browser. I have a third-party 
tool for my password manager (I started with Lastpass and then moved 
over to Zoho Vault), and have collected more than 500 logins, most of 
which used my strom.com credentials as my user name. If you don’t 
use a password manager, now would be a good time to pick one and 
start populating it as you go through your logins. Also, don’t forget 
to change the login ID that you use to access the password manager’s 
vault itself.

To do this process effectively, I first needed to pick a new email address 
to use. I didn’t think it through when I began the migration process, 
however, and ultimately had to change some of my logins more than 
once. I am sure some talented programmer could automate this pro-
cess, but in my case I had to individually sign on and see what I needed 
to do to change the account. In some cases, I already had created more 
than one account that used some other email address. The good news 
is that I pared down my list to “just” 350 logins. The bad news is that 
this process took a few weeks, because it was tedious and I wanted to 
make sure I did it correctly. 

This step is the most time-consuming and most annoying, because 
email infrastructure is brittle, and relics of your old domain are kept 
in less obvious places. For example, two of my bank accounts used my 
strom.com email for notifications, but a made-up user name for log-
ins. And as I was writing this article, I realized that I missed updating 
several other logins-with-custom-user IDs on my first pass through my 
password manager, and I had to make a more detailed inspection to 
find the other logins that buried the email notification settings. With 
one of them I needed to make a phone call (oh the horror!) to change 
my email address. So spend some time examining all your logins to 
ensure that you have removed all traces of your old domain while you 
still have it as an active address. For some of the logins, the site sent a 
confirming email to the old address (that required your acknowledg-
ment) to ensure that the change was really from you. If you don’t have 
access to the old address, it could cause problems. 

Email addresses also lurk in various dark corners of your digital infra-
structure for less obvious notifications. For example, LinkedIn has 
primary and secondary email addresses, and I forgot to change the lat-
ter one, and as I was writing this article I also remembered that I had to 
change the link to my website. Another example: I use the WordFence 
plugin to protect my WordPress website. There is a place deep within 
the WordPress menus where you have to specify where to send email 
alerts, as shown on the next page:
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But email addresses are also used for mailing lists, and here again you 
will have to go on a scavenger hunt to seek out and change them. This 
process involves both lists that you are a member of (assuming you still 
want to get these messages) and lists that you create as list owner (such 
as using Google Groups or equivalent products). Now could be a good 
time to pare down your lists, especially if you find yourself deleting 
these messages more than reading them and can conquer the Fear Of 
Missing Out (FOMO) of not getting them in your future inbox. Some 
email list providers (such as Substack) make this transfer from old to 
new email easy, meaning you can transfer every subscription at once. 

The previous discussion should convince you that you should make 
the transition from old to new email identity slowly, giving yourself 
and your systems time to catch these wayward notification messages. 
You will forget a few places, even if you are highly organized.

(2) Consider how to migrate your emails. Back when I first got online, 
I used a desktop email program. I think it was in 2005 or so that I 
finally moved over to Google’s email services and have continued to 
this day. This consistency helps because there are ways to preserve 
your email archive, and I was able to migrate that archive to a new 
private Gmail address. You can do this in several ways:

•	 Use Google’s own migration tool[5] (from the main Google Work-
space Admin/Data Migration)—this tool is the newer of the various 
Google tools. I didn’t try this way, but it seems to be the best way 
to migrate.

•	 Use Google’s own import tool (All Settings/Accounts and Import), 
which will make a POP connection to your old account and gradu-
ally move everything over to your new account. In my case, when 
going from strom.com to a Gmail account, the program proceeded 
to fill my inbox with the thousands of decades-old emails that I long 
since had deleted and forgotten about. It did not migrate my labels, 
which I missed. Use this method at your own risk.

Selling My Domain continued
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•	 Use other methods to migrate, such as Google Takeout or other 
third-party services. You would choose this method if you are 
migrating from Microsoft 365 to Google, or vice-versa. You’ll want 
to use a third-party transfer service, and there are numerous ven-
dors. For these migrations, you might also want to create a local 
copy of your email archive (which is what Takeout does; more on 
that service in a moment). Going this route guarantees that not all 
the metadata (such as folders or names) will transfer authentically, 
and will require cleanup on the email aisle 7.

•	 You may want to not migrate anything, or minimally, and start 
afresh with a nice clean inbox and uncluttered account. If you use 
Google Workspace after it is disconnected from your old domain, it 
will remain intact, at least for the length of your subscription. I still 
had several months’ worth of my account after the domain was 
transferred, and it was helpful to have the archive there as a backup, 
especially if I was searching for correspondence using my labelled 
emails. 

If you use a Microsoft Exchange-based email, you have a much simpler 
migration process, basically swapping out your MX records from old 
to new domains. Craig Ellison, who has worked for various technology 
publications including PC Magazine and is now a retired technologist, 
hired a Microsoft VAR to do the actual work several years ago when 
he sold one of his domains. “I figured I was only going to do it once, 
so I outsourced it. I felt it was money well spent, and it freed my time 
for doing paid writing work. The moral is “do what you do best, and 
outsource the rest.”

(3) Migrate your email contacts. I used Google Contacts with 
strom.com and wanted to keep using it with my new identity. That 
part was relatively easy after I found the right command location—you 
can export these contacts using the small icon on the top header line 
on the right-hand side, and import them in your new identity with the 
menu option on the left-hand side. If you are moving between Google 
and some other service, expect that not all of your data (groups, meta-
data) will transfer without some errors. 

(4) Migrate your calendar appointments, if you have them as part of 
your domain. Google Calendar has both import and export options in 
the Settings page, along with the ability to create an offline calendar 
that you can use as a backup while you make the move. As with con-
tacts, if you are moving between two services, expect errors in some 
data elements.

(5) Migrate video content on your YouTube account (if controlled 
by your domain). This method deserves special treatment, because 
YouTube has its own account ownership (called a Brand account) 
and verification methods. For example, you can add another account 
owner, but you have to wait a week before you can promote this per-
son to “primary owner.” 
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Google Takeout is great at making a complete backup copy of this 
content (along with other Google services that you may have forgotten 
about, such as my freebie Google Voice account). Takeout takes sev-
eral days after you initiate the transfer—make sure you watch for the 
email notification (one of the options; it can also transfer data to Box 
and other online storage repositories).

(6) Don’t forget about your documents and other online storage parts 
of your domain account. I had loads of documents, spreadsheets, and 
other digital effluvia. Again, Google Takeout is handy and will create 
a copy of all your files if you choose the right services to download.

(7) Moving your website(s) and other servers will depend on many 
factors. In my case, since I was moving from old to new domains that 
were both managed by my hosting provider (in my case, Pair.com), 
I edited my domain mappings in my hosting account, so the actual 
content didn’t move anywhere, just the hosting provider’s links to it. I 
had to edit some of my website HTML pages, and make a few phone 
calls to Pair to straighten some stuff out, and they handled that easily. 
I also had to add a plugin to my WordPress site (called Velvet Blue) to 
enable wholesale changes in the internal links from old to new domain 
names). I also needed to update the security certificates for the new 
domain name. If you use two providers, this step might involve a lot 
more coordination—and a lot more movement of the actual data that 
you wish to preserve.

(8) Next are the details about the transfer of the ownership of my old 
domain. For that domain, I was using GoDaddy as my registrar, and 
this transfer required unlocking the domain and specifying the transfer 
to my buyer’s GoDaddy account. I was fortunate that we both used 
GoDaddy as our registrar, otherwise it would have necessitated me to 
work with Pair.com’s DNS servers.

(9) After you have migrated your content, it is time to finish the finan-
cial transaction. The typical method is to use an escrow service. They 
collect your money from the buyer and provide final control over the 
assets of your domain. Many businesses offer this service, and as I 
mentioned earlier, I used the aptly named escrow.com to finalize my 
sale. I also engaged a lawyer to vet the agreement that I signed with my 
buyer—something you probably want to do even if you have a broker 
representing you. You can specify who pays the escrow fee (which they 
are very transparent about) when you set up the sale on their platform. 
Escrow.com has three different transfer methods (buyer has new user-
name and password, an authorization code is used to transfer between 
registrars, or in my case, a domain push from my GoDaddy account 
to the buyer’s). I thought Escrow.com was first rate, and the transfer 
went smoothly.

Selling My Domain continued
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(10) If you are still reading this piece, there is one more step: how to 
get the word out to your correspondents. I would recommend adding 
a line in your .signature block that mentions the new email address and 
domain details, and have some overlap between old and new accounts 
to give you time to tell everyone your new cyberspace coordinates as 
those emails roll into your old inbox.

Actually, there is yet another part of your workflow, and that is to 
check all your digital systems and services to ensure that you have 
done everything correctly. You will no doubt find a few logins that 
you missed in the initial inventory phase that have “hidden” embed-
ded emails, or something that didn’t quite rise to the surface that is 
now broken because of your new domain credentials. In my case, I got 
caught up in how to specify the right DNS settings so all my content 
would match their new cyberspace places. It also didn’t help matters 
that I had to mediate among GoDaddy, Pair, and Cloudflare, either.

As you can see, migration of your domain and your digital assets is 
complicated, and it is made more so by the numerous special circum-
stances and oddball once-in-a-lifetime processes that you may or may 
not know your way around. Searching through Google support pages 
is a good first step at providing step-by-step instructions, and you can 
also find numerous YouTube instructional how-to videos if you get 
stuck. But the process will take more time than you anticipated, even 
for the most carefully planned workflows. 
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	 about-migrating-email-with-the-new-data-migration-service

[6]	Move your YouTube channel from one Brand Account to another: 
	 https://support.google.com/youtube/answer/3056283?hl=en 
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Book Reviews

Code War: How Nations Hack, Spy, and Shape the Digital Battlefield, 
by Allie Mellen, Wiley, ISBN-13 978-1-394-28557-0, March 2026.

Allie Mellen has written an interesting book that takes the reader 
through a comprehensive historical narrative of the past several 
decades’ worth of state-sponsored cyber attacks. While there have 
been numerous books on this topic, what makes this book unique is 
that she examines attacks that have been attributed to the US, Russia, 
and China, and shows their common and different approaches, and 
how they mix cyber warfare with their on-the-ground kinetic battles, 
such as what has and continues to happen in Ukraine over the past 
several years. 

Mellen comes to this effort from a deep experience with cybersecurity, 
including five years as an analyst at Forrester Research and several jobs 
for private cybersecurity vendors.

Code War covers a lot of ground—from the earliest days of history to 
the present era, and how the modern digital age is just another way 
to repackage some of the ancient analog exploits. That deep historical 
coverage sets this book apart from other efforts that just skip lightly 
over the details and relevance of these antecedents. 

Each country has separate ways that they approach cybersecurity, 
both from offensive and defensive positions. Each also has different 
contexts in which it evaluates its cyber efforts. The US context is to 
ensure its national security, maintain a strong economy, and support 
various freedoms. China wants to maintain its regime stability, protect 
its national interests, and regain control and influence in Asia. Russia 
wants to maintain economic stability, ensure its citizens are loyal to 
the regime, and remain a world superpower. These mixed goals com-
pete and conflict with each other. And while it is great to have goals, 
the contradictions and conflicts among them make it hard for each 
regime to clearly evaluate and execute its cyber efforts. 

Part of the problem, when seen in this tripartite context, is that the 
role and nature of the Internet is vastly different among the countries 
China’s Internet is an instrument of state power, cultivated by absolute 
control. Russia’s Internet is part of an hybrid digital/analog background 
of warfare against the world’s democracies. And in the US, the Internet 
is part of maintaining a defensive and resilient digital ecosystem. 

One element in common with these efforts is their work to isolate their 
residents from the global Internet community. These “splinternet” 
efforts restrict freedom of speech and as Mellen notes, it “becomes 
more difficult to spread democratic values globally.” She chronicles 
the key steps of isolation and control of the Internet with a series of 
well-researched case studies.

Code War
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Mellen proceeds to deconstruct operational playbooks of the three 
nations, and how they have used cyberattacks to fulfill their social con-
tracts with their citizenry. The American chapters cover a wide range 
of cyber misdeeds, including one chapter that tells the stories about 
how Nathan Van Buren and Aaron Swartz independently ran afoul 
of various federal laws about computer network security. Swartz got 
caught illegally copying millions of academic research articles in his 
campaign to make this information more publicly available, eventually 
killing himself rather than cop a plea. Van Buren was a Georgia cop 
who was charged with illegal, unauthorized access to law enforcement 
databases, a case that went to the Supreme Court. 

Another historical luminary is a story of how Ben Franklin constructed 
one of the first disinformation campaigns. Granted, the Internet was yet 
to be invented, but his playbook—using racist overtones—is very simi-
lar to many of the present day’s digital campaigns. “Disinformation 
operations have always been part of the US experience, they are just 
more easily scalable with the Internet,” she writes.

Another story concerns how in the mid-1800s, Edgar Allen Poe was 
part of an abysmal voting practice called cooping, whereby people 
voted early and often, receiving free booze for their efforts. Mellen 
uses this tale to take a closer look at how American voting practice has 
become more secure, despite exaggerated recent claims to the contrary. 
Such claims include the efforts of the Cybersecurity and Information 
Security Agency that was once a leader in securing our elections before 
it lost its mission, its director Chris Krebs, and at least a third of its 
staffers in 2024. 

Most readers of The Internet Protocol Journal are familiar with the 
stories about how Iran and Russia hacked our 2016 and 2020 elec-
tions, but Mellen dives into the details, showing how Iran, for example, 
tried to alter the final voting tabulations in 2020. Also a familiar tale 
for many readers is the plight of Phil Zimmerman, inventor of Pretty 
Good Privacy (PGP), and how it became a legal lightning rod and 
the first technology to be designated a war-based munition. This has 
echoes of the current day whereby the Defense Department can desig-
nate Anthropic’s AI similarly (and perhaps equally unjustly).

Most of us are familiar with China’s Great Firewall, but Mellen 
describes its companion isolation and protective programs, including 
the Golden Card Project (its own online financial network) and the 
Golden Shield Project (its national surveillance and censorship net-
work). Some of these containment efforts have been abject failures, 
such as the Green Dam software that was a required application begun 
in mid-2009 to be installed on all Chinese computers and phones. The 
software was buggy and so unwieldy that the state gave up the project 
within a few months.



THE INTERNET PROTOCOL JOURNAL

28

Book Reviews continued

Mellen analyzes numerous Russian attacks and describes four com-
mon elements of their playbooks:

•	 Denial of service attacks, including Global Positioning Service (GPS) 
and satellite jamming,

•	 Traditional espionage operations,

•	 Psychological operations, such as phishing, disinformation, and 
audio/video deepfakes, and 

•	 Malware-based data wipers.

Each of these elements has evolved over time, and carries its own 
hybrid physical attack vectors to amplify the attack. As I mentioned 
earlier, Ukraine is where all four of these elements were brought 
together alongside the physical warmaking machinery to form a single 
continuous battlespace.

Mellen’s tour through history and technology shows how political 
leadership has failed to live up to promises with its citizenry to main-
tain and improve their respective social contracts: China’s prosperity 
is crumbling, Russia’s safety is evaporating, and America’s economic 
divide continues to worsen. By having this deep historical dive, the 
reader can see where things went off the rails, and why.

Missing from her excellent treatment of world powers is a focus on 
Iran, although it is mentioned briefly in several case studies. Also miss-
ing is more than a passing glance at AI. 

Mellen concludes with a dark vision of the “fourth power,” that of 
the major tech companies who treat their users as “digital peasants 
living in a world of corporate feudalism. Users till the soil (creating 
data), pay taxes (such as subscription fees), and live in castles (the 
digital platforms themselves), having no say in how the kingdom is 
governed.” The real nation states like China, Russia, and the US and 
the digital nation-states such as Google, Apple, and Meta all want 
your data and your attention so they can exploit you and leverage your 
resources.

—David Strom
david@webinformant.com

_______________________

Read Any Good Books Lately? 
Then why not share your thoughts with the readers of IPJ? We accept 
reviews of new titles, as well as some of the “networking classics.” In 
some cases, we may be able to get a publisher to send you a book for 
review if you don’t have access to it. For more information, contact us 
at ipj@protocoljournal.org

mailto:david%40webinformant.com%20?subject=
mailto:ipj%40protocoljournal.org?subject=


THE INTERNET PROTOCOL JOURNAL

29

Declaring Independence in Cyberspace: Internet Self-Governance and 
the End of US Control of ICANN, by Milton L. Mueller, ISBN-13 
978-026255258, MIT Press, 2025. 

Milton Mueller’s latest book, Declaring Independence in Cyberspace, 
claims to be an “independent scholarly account and evaluation of 
ICANN.” Mueller is a professor at The Georgia Institute of Technology 
School of Public Policy and one of the main organizers of the Internet 
Governance Project that is associated with that institution. This book 
is his latest work, following a series of other books he has written on 
earlier periods of Internet history.[1,2]

While his scholarship is very much in evidence with the long list of 
citations and pages of links to various reference documents, I am not 
sure it succeeds in being a truly independent evaluation, or a book 
worth reading from cover to cover. Clearly Mueller “has an axe to 
grind” and a point of view to espouse in his tale of the evolution of 
the Internet Corporation for Assigned Names and Numbers (ICANN) 
from a private company paid for by the US government to what it is 
today. He calls this transition an experiment, which if taken literally, 
means we are all lab subjects that are still unwitting participants. That 
attitude infects and detracts from his story.

The book is concerned with the ICANN transition years beginning in 
2014. It covers mostly the same period that is documented in one part 
of Geopolitics at the Internet’s Core, which I reviewed in the December 
2025 issue of IPJ.[3,4] Mueller’s turgid academic writing style makes it 
hard to parse and place in context his dense narrative of events on 
the “nooks and crannies” of Internet Governance. He is fond of high-
lighting many of the debates in which he participated as a vociferous 
commenter. That may be fine if Declaring Independence in Cyberspace 
were a reference work, but it falls short as a compelling story. It is 
more a historical reference work. 

Mueller’s book starts with the politics and processes and then moves 
inward to show the slow, steady freight train of progress held in vari-
ous meeting rooms and policy papers and consensus building (or lack 
thereof) exercises. Because he self-characterizes his role as “ICANN 
Official Nemesis,” in his LinkedIn profile[5], it is hard to separate the 
history from his commentary and his motivation to point out the 
numerous failures of nearly everyone else involved in its transition. 

Nevertheless, there are some particularly useful places worth reading. 
I would recommend starting his book with chapter 14, rather than at 
the beginning. This chapter deals with the post-transition of ICANN 
and how it has evolved since freeing itself from the shackles of the US 
Department of Commerce. 

Independence in Cyberspace
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For example, he documents three post-transition challenges, includ-
ing the WHOIS battle brought about as a result of European privacy 
regulations, attempts to sell off the .ORG registrar, and the attempt to 
delete the Russian .RU country code as a result of the Ukraine war. The 
descriptions of the situation and actions by the various stakeholders 
in resolving these conflicts is perhaps the best written explanation of 
these three events that I have seen in one place. My reason is that there 
is a ready plot line through each story, with a beginning, a middle, and 
a resolution. If only the remainder of his book took this tactic. 

The remainder of his book goes into excruciating detail about his 
view of multistakeholderism: how he defines it, how ICANN and the 
Internet Registries use or abuse it, and his recommendations on what 
should be the ideal policy collection. He is so caught up in his own 
point of view that it is difficult to see how his recommendations could 
be enacted by any policy-maker. The last chapter posits three future 
end-states for ICANN: He starts out by mentioning its current path, 
that of survival and right-sizing its policy-making process in the face 
of creating thousands of new Top Level Domains (TLDs). After all 
the sniping about what ICANN should have done, he admits that the 
“transition accomplished what it intended.” Yet he still presents spe-
cious arguments here, such as suggesting that “the market for domain 
name registrations stops growing or shrinks.” 

The other two potential ICANN futures—a total takeover by the United 
Nations which results in handing control over to various national state 
actors, or a scenario where the US and China split the Internet into 
their own walled tech gardens complete with separate and conflicting 
standards and protocols—aren’t very palatable alternatives, I fear.

The two Declaring Independence and Geopolitics books are vastly dif-
ferent in tone, topics, and intended audiences. Declaring Independence 
is for a more limited audience and has less appeal to many IPJ read-
ers, because it doesn’t have the underlying technical meat that is part 
and parcel to Geopolitics. The Geopolitics book is a lot more readable 
and engaging, with more insider viewpoints into what was enacted 
(versus what is debated and seen under Mueller’s microscope), and 
approaches the transition as a prelude to what ICANN is doing today 
in a more thematic and relatable story. As I mentioned in my review of 
Geopolitics, you can learn a lot more than who-said-what-at-which-
meeting, which seems to be Mueller’s goal with his book. Geopolitics 
is a protocol-first book, explaining the underlying protocols as a proxy 
for explaining the ultimate politics, policies, and processes involved in 
running the Internet. Declaring Independence goes into more external 
details, such as a long section on how Edward Snowden’s revelations 
came at a critical time in Internet Governance and other aspects such 
as the creation and controversy over the .XXX domain—both of which 
were not even mentioned in passing in Geopolitics.

Book Reviews continued
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Fans of Mueller’s earlier works and copious blog posts will welcome 
Declaring Independence. But I fear this is an inherently small audience.

—David Strom
david@webinformant.com
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In Memoriam: David Jack Farber (April 17, 1934 – February 7, 2026)

ISC recognizes “Grandfather of the Internet”
The Internet Systems Consortium (ISC) and the entire Internet com-
munity are mourning the loss of our friend and colleague, Dave Farber. 
Farber was one of the original members of the ISC Board of Directors, 
appointed at ISC’s incorporation in 1994.

Dave was a professor of computer science, noted for his major contri-
butions to programming languages and computer networking.

Dr. Farber graduated from the Stevens Institute of Technology in 1956 
and began an 11-year career at Bell Laboratories, where he helped 
design the first Electronic Switching System (ESS-1) and the SNOBOL 
programming languages. He subsequently held industry positions at 
the Rand Corporation and Scientific Data Systems, followed by aca-
demic positions at the University of California, Irvine, and the 
University of Delaware.

At Irvine his research work was focused on creating the world’s first 
operational distributed computer system. While a member of the 
Electrical Engineering Department of the University of Delaware, he 
helped conceive and organize the major American research networks; 
the Computer Science Network (CSNET), the National Science 
Foundation Network (NSFNET), and the National Research and 
Education Network (NREN). He helped create the NSF/DARPA-
funded Gigabit Network Testbed Initiative and served as the Chairman 
of the Gigabit Testbed Coordinating Committee.

Dave subsequently was appointed Alfred Fitler Moore Professor 
of Telecommunication Systems at the University of Pennsylvania, 
where he also held appointments as Professor of Business and Public 
Policy at the Wharton School of Business and as a Faculty Associate 
of the Annenberg School for Communication. He served as Chief 
Technologist at the US Federal Communications Commission (2000–
2001) while on leave from the university.

He also was a Distinguished Career Professor of Computer Science 
and Public Policy at the School of Computer Science, Heinz College, 
and Department of Engineering and Public Policy at Carnegie Mellon 
University. He was a Fellow of the IEEE, ACM, and the AAAS.

In 2018, at the age of 83, Dave moved to Japan to become Distinguished 
Professor at Keio University and Co-Director of the Keio Cyber 
Civilization Research Center (CCRC). He loved teaching, and taught 
his final class on January 22, 2026.

Dave was a delightful person, part of the bedrock of the Internet, and 
a great friend to ISC over the course of decades of board membership. 
We will miss him. We extend our deepest condolences to Dave’s family 
and friends.

—Jeff Osborn
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A Tribute to Professor David J. Farber
On Saturday, February 7, 2026, our great mentor and dear friend, 
Professor David J. Farber, passed away at the age of 91.

Throughout his illustrious career, Dave nurtured countless leaders of 
the computer science and Internet communities in the United States. 
While I consider myself but one of his humblest students, I was incred-
ibly fortunate to have known him since the dawn of computer 
networking in Japan. From our early days of guidance to our collabo-
ration on trans-Pacific connectivity, and finally, to the realization of 
my long-held dream of inviting him to Keio University—where we 
served together as Co-Directors of the Cyber Civilization Research 
Center (CCRC) at The Keio University Global Research Institute 
(KGRI)—the deep bond we shared was a source of unexpected and 
profound happiness in my life.

Our journey began when Dave visited Japan alongside Mark Horton 
of UUNET Communications Services (UUNET) and Professor Larry 
Landweber of the Computer Science Network (CSNET), just as we 
were launching Japan University NETwork (JUNET). Even before 
then, Dave had maintained close friendships with my seniors, Professor 
Hiroshi Inose of the University of Tokyo and Professor Hideo Aiso of 
Keio University. It was through these connections that he first took me 
under his wing with such kindness.

In the early days of interconnecting with CSNET, Dave and I worked 
together from the University of Tokyo to run MMDF for email 
exchange over X.25. Later, when we implemented Serial Line IP (SLIP) 
with Professor Hideyuki Tokuda of Carnegie Mellon University 
(CMU), we faced the constant thrill of technical uncertainty. In those 
days, a simple mail loop could lead to exorbitant packet-based charges, 
forcing us into the “thrilling” routine of somehow justifying telecom-
munication costs to our universities.

Yet, despite the risks, we were driven by a singular spirit: “We want to 
connect the world.” The researchers of that era were truly united by 
this mission. Dave and I were, in every sense, brothers-in-arms.

The challenge of international communication costs was eventually 
resolved thanks to another of Dave’s close friends, Professor Inose. He 
appointed me, then a research assistant at the University of Tokyo, to 
lead the email component of an National Science Foundation (NSF) 
project providing access to Japanese databases via leased lines. 

I proposed to Professor Inose—a staunch advocate for Open Systems 
Interconnection (OSI) and international standard protocols—that we 
use X.25 bandwidth where “terminals and email could coexist.” By 
running IP over X.25, we successfully interconnected the WIDE domes-
tic IP network with the CSNET IP network. This became the foundation 
for the stable interconnection of the Internet in Japan.
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In Memoriam continued

By the late 1980s, as the WIDE Project was gaining momentum, I was 
still in my 30s and holding the title of research assistant. Breaking 
through the thick walls of regulation and bureaucracy to connect 
Japan to the world was an immense struggle. It was then that I made a 
proposal to Dave, Larry, and Vint Cerf: “In the U.S., you may be 
understood, but in Japan, we have struggled tremendously just to 
allow universities to connect freely overseas. To ensure that not only 
Japan, but all of Asia and the world, can interconnect, can we not cre-
ate an organization with the necessary authority?”

Their response was immediate: “Jun, we will create a corporation 
called the Internet Society (ISOC). Will that work?”

Thus, in 1991, the Internet Society was born. In appreciation of their 
efforts, the WIDE Project hosted INET’92 in Kobe—the first ISOC 
international conference of its kind. Throughout the birth of the 
Japanese Internet, Dave’s powerful support and encouragement were 
always there.

I know that the reason Dave loved Japan and stayed by our side was 
not solely due to our friendship. He also had a profound love for 
Japanese cuisine. We unashamedly made use of this fact, patiently 
inviting him until we finally welcomed him to Keio University in 2018 
as a Distinguished Professor and Co-Director of the Cyber Civilization 
Research Center (CCRC).

Since then, he mentored three or four new generations of students with 
genuine warmth and closeness. As a place dedicated to studying the 
entirely new civilization born from technology, I believe the name 
“Cyber Civilization Research Center” was a fitting home for Dave’s 
final years of work.

As this new civilization continues to evolve, we will never forget our 
gratitude to Dave Farber, nor will we forget his passion, which 
remained undiminished until his very last day.

Dave, please continue to watch over us as we, who have inherited your 
wisdom, forge the path into the future.

Thank you, Dave. Rest in peace.

—Jun Murai
Co-Chair, Cyber Civilization Research Center
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Fragments
WSIS+20 Outcome Document Published
On December 17th, 2025 the United Nations published “Outcome 
document of the High-Level Meeting of the General Assembly on the 
Overall Review of the Implementation of the Outcomes of the World 
Summit on the Information Society.”[1] According to the Internet 
Society[2,3], the important aspects of this document are: 

•	 It makes the Internet Governance Forum (IGF) a permanent forum 
of the United Nations. By securing a lasting mandate, the IGF com-
munity is now ready to plan for the long term, including sustainable 
financing and a clear program path. The Internet Society and its 
community stand ready to help shape that next chapter. 

•	 It reaffirms the importance of the WSIS framework, including the 
Tunis Agenda’s working definition of Internet governance—which 
underpins the multistakeholder model—and the WSIS Action 
Lines—which turn that vision into a practical implementation 
program.

•	 It establishes a “joint implementation roadmap” to align the WSIS+20 
follow-up with the Global Digital Compact (GDC), ensuring that 
future governance efforts remain unified rather than fragmented. 

•	 It recognizes the importance of the global network of National, 
Regional, and Youth IGF initiatives, validating the grassroots work 
of our community.
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Call for Papers

The Internet Protocol Journal (IPJ) is a quarterly technical publication 
containing tutorial articles (“What is...?”) as well as implementation/ 
operation articles (“How to...”). The journal provides articles about 
all aspects of Internet technology. IPJ is not intended to promote 
any specific products or services, but rather is intended to serve as 
an informational and educational resource for engineering profession-
als involved in the design, development, and operation of public and 
private internets and intranets. In addition to feature-length articles, 
IPJ contains technical updates, book reviews, announcements, opinion 
columns, and letters to the Editor. Topics include but are not limited 
to:

• Access and infrastructure technologies such as: Wi-Fi, Gigabit  
	 Ethernet, SONET, xDSL, cable, fiber optics, satellite, and mobile  
	 wireless.

• 	Transport and interconnection functions such as: switching,  
	 routing, tunneling, protocol transition, multicast, and performance.

•	 Network management, administration, and security issues, includ- 
	 ing: authentication, privacy, encryption, monitoring, firewalls,  
	 troubleshooting, and mapping.

• 	Value-added systems and services such as: Virtual Private Networks,  
	 resource location, caching, client/server systems, distributed sys- 
	 tems, cloud computing, and quality of service.

• Application and end-user issues such as: E-mail, Web authoring,  
	 server technologies and systems, electronic commerce, and appli- 
	 cation management.

 • Legal, policy, regulatory and governance topics such as: copyright,  
	 content control, content liability, settlement charges, resource allo- 
	 cation, and trademark disputes in the context of internetworking. 

IPJ will pay a stipend of US$1000 for published, feature-length 
articles. For further information regarding article submissions, please 
contact Ole J. Jacobsen, Editor and Publisher. Ole can be reached at
ole@protocoljournal.org or olejacobsen@me.com  

The Internet Protocol Journal is published under the “CC BY-NC-ND” Creative Commons 
Licence. Quotation with attribution encouraged.

This publication is distributed on an “as-is” basis, without warranty of any kind either 
express or implied, including but not limited to the implied warranties of merchantability, 
fitness for a particular purpose, or non-infringement. This publication could contain technical 
inaccuracies or typographical errors. Later issues may modify or update information provided 
in this issue. Neither the publisher nor any contributor shall have any liability to any person 
for any loss or damage caused directly or indirectly by the information contained herein.

Follow us on X and Facebook @protocoljournal https://www.facebook.com/newipj

mailto:ole%40protocoljournal.org?subject=
mailto:olejacobsen%40me.com?subject=
http://creativecommons.org/
https://x.com/protocoljournal
https://www.facebook.com/newipj
https://www.facebook.com/newipj
https://x.com/protocoljournal
https://www.facebook.com/newipj
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